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Reversing Studies
a traditional approach

• Reversers communicate in natural language


• Researchers use interviews to follow the reversing process


• Depth of understanding can be hard to quantify
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How can we scale this up?



Reversing Studies
the decomperson approach

• Reversers communicate in source code


• Researchers use code diffs to follow the reversing process


• Quantify understanding as the quality of the assembly match


• Perfect understanding = perfect decompilation
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Perfect Decompilation
the verification process
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Perfect Decompilation
research questions

• Can humans do it?


• If so, how do they do it?


• Is this representative of the traditional reversing process?
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Decompetition
a perfect decompilation competition





Decompetition
challenges and languages
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7
Go Challenges

5
C++ Challenges

4
Rust Challenges

4
C Challenges

3
Swift Challenges



Decompetition
challenge scoring

•20% 
secret test cases


•60% 
assembly diff (Jaccard Index)


•20% 
perfect match bonus
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J (A, B) =
A ∩ B

A ∪ B



Decompetition
players and statistics

•188 
active users


•139 
active teams


•35,530 
code submissions
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Results
data from decompetition



329
perfect submissions, made by 

91 of 188 users, or 
66 of 139 teams



The Reversing Process
one function at a time
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The Reversing Process
familiar phases

• Get an overview of the binary; stub 
out functions


• Decide what functions to focus on 
(not very relevant in Decompetition)


• Make hypotheses about function 
behavior (as source code); submit to 
confirm or refute
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Diff Scores
reasonably correlated with test scores
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In Summary
decomperson in brief

• Largest reverse engineering study to date


• Used perfect decompilation as a quantitative measure of understanding


• Followed the reversing process programmatically


• Code, challenges, and data available online 
https://github.com/decompetition 
https://decompetition.io


• Thanks for listening!
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https://github.com/decompetition
https://decompetition.io


Existing Decompilers
not yet capable of perfect decompilation
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